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1. KSP VIET NAM




® KSP - Setup VPN (For User): Step 1

§ Forticient - Next GenerationEre X 4

€

G # fortidientcom/downloads

FortiClient

Version 6.0

[ | Get FortiClient 6.0 for Windows

l. Windows 7 or higher supported

Get FortiClient 6.0 for Mac 05X

Mat 08X v10.12 Sierra or higher

FZ:RTINET

ortiClientfor Windows &8

Connect to website
https://www.forticlient.com/downloads

Drop-down list then chose
Download FortiClient 6.0

Ubuntu 1604 or higher
Red Hat, Cent05 7.4 or higher

‘
[& Get FortiClient 8.0 for Linux

Get FortiClient fori0S

OS 1059.0.00r higher

&  Get FortiClient for Android
l Andraid 4.1 or higher

@ Antiirus @ 2-Factor Authentication

@ SSLPN @ Vunerabiiy Scan

@ Securty Fabric Telemetry @ WAN Optimizaton

& Complance Enforcement % Onnefdetection or auto-VPN
% Web Fiering % Rebranding

@ IPSec VPN @ Anfi-Exploit

@ Apolicaton Frawal

' Technical Specification

ACCREDITED

IS 588037




® KSP - Setup VPN (For User): Step 2

2 FortiClient VPN Setup - X

After download process finish.
Setup the FortiClient.

Welcome to the FortiClient VPN Setup Wizard

Select “Yes, | have Read and Accept”
then
click Next to go to the next step

The Setup Wizard will install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.

[VIives, T have read and accept the:|  License Agreement||  Next 2 [fancel \

@

®

IS 588037



® KSP - Setup VPN (For User): Step 3

FortiClient Setu — X
ﬂ P Select “Secure Remote Access”

Choose Setup Type ami then click Next

Choose the setup type that best suits your needs .-.

Security Fabric Agent

Endpoint telemetry, host vulnerability scanning and remediation

Secure Remote Access
55L and IPsec VPN

[ ] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features

[] Additional Security Features

Back Mext Cancel

IS 588037



® KSP - Setup VPN (For User): Step 4

FortiClient Setu — X _ o
ﬁ P Chose folder for install FortiClient
e e ami (recommend leave it by default) then
E B click Next.
Click Next to install to the default folder or didk Change to choose another, ...
Install FortiClient to:
C:\Program Files\Fortinet\FortiClient!,
Change...
Back Next 1 Jancel

IS 588037



® KSP - Setup VPN (For User): Step 5

2 FortiClient Setup - .
Chose Finish to Finish the

Installation Process.

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

®



® KSP - Setup VPN (For User): Step 6

& FortiClient - X
File Help

ol 0 Open FortiClient after finish install
then chose “Remote Access”

e Click “Configure VPN” to Create
e VPN Profile

L. REMOTE ACCESS

'8 Notifications

Configure VPN </\é>




® KSP - Setup VPN (For User): Step 7

g VPN: Chose SSL-VPN
Edit VPN Connection 1
VPN |
1 y
nhuttruong Connection Name [xuanhoai (2 Connection Name: Your Name
Description VPN KSP
7
L}, REMOTE ACCESS Remote Gateway |!ypn.ksp.com.vn (‘ 3

TAdd Remote Gateway

Remote Gateway: vpn.ksp.com.vn

[ customize port |443 |

Client Certificate | None v/

Authentication W\ko Save login / 4

Username xuanhoai [ ) \ Chose Save login
0 not WUServer Certificate

Username: Type your VPN account
(Registered with CPV-IT)

e - 16)

Then enable Do not Warn Invalid
Server Certificate

Then chose Save

IS 588037



® KSP - Setup VPN (For User): Step 8

& FortiClient - X
File Help

g VPN Connected @

nhuttruong

0 Successful for VPN connection

e Information Connected

L} REMOTE ACCESS

[

*
VPN Name VPN KSP 2
IP Address 172.26.34.1
Username xuanhoai
Duration 00:00:16
Bytes Received 10.14 KB
Bytes Sent 1266 KB

IS 588037



® KSP - Connect Web App (For User): Step 9

(& & erpksp.com.wn/WSWebClient/Default.aspx? T B * :

lcewarp CP Group Cisco Phu Tang IDC Mail Blacklist Tra Cidu Cudc Intem.., Fiber Optic Wireless » Add ress.

https://erp.ksp.com.vn/WSWebCli
ent/Default.aspx?

Sign In

‘ User Name |

‘ Password |

‘ KSPVYN-HCM v |




2. CPK VIET NAM
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® CPK - Setup VPN (For User): Step 1

’@ﬁ https:/ /. forticlient.com/downloads v E] w @ {}

Connect to website
https://www.forticlient.com/downloads

FortiClient F::RTINET.

Get FortiClient 6.0 for Windows s '
== Windows 7 or higher supported Fort|CI|ent for WI ndOWS == .
Drop-down list then chose
£ Get FortiClient 4.0 for Mac OSX. @ Antivirus @ 2-Factor Authentication Down |Oad FO rtIC | e nt 6 . O
. Mac OSXv10.12 Sierra or higher & SSLVPN & Vulnerabiity Scan
@ Security Fabric Telemetry @ WAN Optimization
@ Compliance Enforcement @ Onenet detection for auto-VPR
Get FortiClient 4.0 for Linux & ‘el Filtering @ Refranding
Ubuntu 16,04 or higher ® PSecvPN @ Ant-Bxlat

Red Hat, CentQS 7.4 or higher
& Application Firewall

ios gg OF(? Drrthli;:hlelrent forios & Technical Specification

& Get FortiClient for Android
Android 4.1 or higher

Get FortiClient App for Windows
@ Windows 10 and Windows Phone 10

@ Get FortiClient for Chromebook

Google Chromebook and Chrome Browser

IS 588037



® CPK - Setup VPN (For User): Step 2

2 FortiClient VPN Setup - X

After download process finish.
Setup the FortiClient.

Welcome to the FortiClient VPN Setup Wizard

Select “Yes, | have Read and Accept”
then
click Next to go to the next step

The Setup Wizard will install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.

[VIives, T have read and accept the:|  License Agreement||  Next 2 [fancel \

@

®

IS 588037



® CPK - Setup VPN (For User): Step 3

FortiClient Setu — X
ﬁ P Select “Secure Remote Access”

Choose Setup Type ami then click Next
Choose the setup type that best suits your needs .-.

Security Fabric Agent

Endpoint telemetry, host vulnerability scanning and remediation

Secure Remote Access
551 and IPsec VPN

[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features

[ ] Additional Security Features

Back Mext Cancel

IS 588037



® CPK - Setup VPN (For User): Step 4

1% FortiClient Setup - pt

Chose folder for install FortiClient

<R amih (recommend leave it by default) then
click Next.

Click Next to install to the default folder or didk Change to choose another. =.=

Install FortiClient to:

C:\Program Files\Fortinet\FortiClient

Change...

Back Next ancel

IS 588037



® CPK - Setup VPN (For User): Step 5

12 FortiClient Setup

Chose Finish to Finish the
Installation Process.

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back

®



® CPK - Setup VPN (For User): Step 6

& FortiClient - X
File Help

o) 0 Open FortiClient after finish install
then chose “Remote Access”

e Click “Configure VPN” to Create
VPN Profile

L1 REMOTE ACCESS

B Notifications




® CPK - Setup VPN (For User): Step 7

Save login enable

+ Advanced Settings a @

Username: Fill-in User provided from
IT team

Then chose Advanced Settings

& FortiClient - s
File Help
® 0 VPN: Chose IPSec VPN
R Edit VPN Connection ( : )
v 5 e Connection Name: Your Name
nhuttruong Connection Name [[NhutTruong |
Description |NhutTruong |
3 Gateway: vpncpk.cp.com.vn
Remote Gateway "vpncpk.cp_com_vn |
+Add Remote Gateway
Authentication Method | Pre-shared key v |
= | 4 a Pre-Shared Key: P@sswOrd
E REMOTE ACCESS Authentication (XAuth) ':::' Prompt on Iogirl o Save Iogin? \5 able
& Username | [nhuttruong | \ 5 / | e

IS 588037



CPK - Setup VPN (For User): Step 8

& FortiClient

File Help

hai.hoang

L} REMOTE ACCESS

Description | |

Remote Gateway 210.211.111.15 | x
+Add Remote Gateway

Authentication Method | Pre-shared key v |

Authentication (XAuth) O Prompt on login o Save login O Disable

Username |"’P“ |

= Advanced Settings
4+ VPN Settings
=Phase 1

IKE Proposal Encryption| AES128 v | Authentication | SHA1 v
Encryption| AES256 ¥ | Authentication | SHA256 v

DH Group [(J1 [ HEs [ s
L [z O1s [ oo
Key Life 86400 s8¢

Local ID

cpgroup|
Dead Peer Det:
NAT Traversal

<+ Phase 2 e

A

CCREDIT

IS 588037
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® CPK - Setup VPN (For User): Step 9

& FortiClient - s
File Help «
= 0 Unselect “Enable Perfect Forward
Secrecy (PFS), then click Save to
R = Advanced Seftings finish create VPN Profile
4+ VPN Settings
. = Phase 1
hai.hoang
IKE Proposal Encryption Authentication
Encryption Authentication
DH Group r O ®s O O
(e 1z s U9 Oa2o
L}, REMOTE ACCESS ocal D
Dead Peer Detection
MNAT Traversal
= Phase 2

IKE Proposal Encryption | AES128 v | Authentication | SHA1 v

Encryption | AES256 v | Authentication | SHA1 v

Key Life 43200 Seconds
[ [5120 KBytes

Enable Replay Detection
|:| Enable Perfect Forward Secrecy [PF( 1

DH Group

0

SREDITED

MANAQEMENT SYSTEMS
CENTIPCATION BODY

IS 588037



® CPK - Setup VPN (For User): Step 10

& FortiClient

2

nhuttruong

File Help

L1 REMOTE ACCESS

VPN Name
Username

Password

|| NhutTruang

(1

nhuttruong

[ 1€)

For VPN Name: Chose VPN Profile
that you have created

Fill-in User and Password that
provided from IT Team

e Click Connect




® CPK - Setup VPN (For User): Step 11

& FortiClient

2

nhuttruong

File Help

L1 REMOTE ACCESS

VPN Connected @

B

VPN Name

|P Address
Username
Duration
Bytes Received
Bytes Sent

NhutTruong
1722631
nhuttruong
00:00-09
182 KB
2428 KB

0 You will connect successful.

e Information Connected

IS 588037




® Setup VPN (For User): Step 12

& FortiClient - x

2

nhuttruong

File Help

o) 0 Select Option “Save Password”
for saving User and Password for
the next login.

COMPLIANCE & TELEMETRY

Ll REMOTE ACCESS

VPN Name NhutTruong v
Username nhuttruong
Password ‘
7
D Save Password 1

IS 588037



3. CP SEED VIET NAM
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® CP SEED - Setup VPN (For User): Step 1

§ Forticient - Next GenerationEre X 4

€ G # fortidientcom/downloads

FortiClient

Version 6.0

[ | Get FortiClient 6.0 for Windows

l. Windows 7 or higher supported

Get FortiClient 6.0 for Mac 05X

Mat 08X v10.12 Sierra or higher

FZ:RTINET

ortiClientfor Windows &8

Ubuntu 1604 or higher
Red Hat, Cent05 7.4 or higher

‘
[& Get FortiClient 8.0 for Linux

Get FortiClient fori0S

OS 1059.0.00r higher

&  Get FortiClient for Android
l Andraid 4.1 or higher

@ Antiirus @ 2-Factor Authentication

@ SSLPN @ Vunerabiiy Scan

@ Securty Fabric Telemetry @ WAN Optimizaton

& Complance Enforcement % Onnefdetection or auto-VPN
% Web Fiering % Rebranding

@ IPSec VPN @ Anfi-Exploit

@ Apolicaton Frawal

' Technical Specification

Connect to website
https://www.forticlient.com/downloads

Drop-down list then chose
Download FortiClient 6.0

IS 588037



® CP SEED - Setup VPN (For User): Step 2

2 FortiClient VPN Setup - X

After download process finish.
Setup the FortiClient.

Welcome to the FortiClient VPN Setup Wizard

Select “Yes, | have Read and Accept”
then

click Next to go to the next step
The Setup Wizard will install FortiClient VPN on your computer, Click Next to

continue or Cancel to exit the Setup Wizard.

[V]ives, T have read and accept the: 'License Agreement||  Next 2 [fancel \

@

®

IS 588037



® CP SEED - Setup VPN (For User): Step 3

1 FortiClient Setup

Choose Setup Type amh
Choose the setup type that best suits your needs =-=
Security Fabric Agent
Endpoint telemetry, host vulnerability scanning and remediation
Secure Remote Access
S5L and IPsec VPN
[ ] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features
[] Additional Security Features
Back Mext Cancel

Select “Secure Remote Access”
then click Next

IS 588037



® CP SEED - Setup VPN (For User): Step 4

1% FortiClient Setup

Destination Folder

Click Next to install to the default folder or didk Change to choose another, =.‘

X

Install FortiClient to:

C:\Program Files\Fortinet\FortiClient!,

Change...

Badk

MNext

1 Jancel

Chose folder for install FortiClient
(recommend leave it by default) then
click Next.




® CP SEED - Setup VPN (For User): Step 5

2 FortiClient Setup - .
Chose Finish to Finish the

Installation Process.

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

®



® CP SEED - Setup VPN (For User): Step 6

& FortiClient - X
File Help

ol 0 Open FortiClient after finish install
then chose “Remote Access”

e Click “Configure VPN” to Create
e VPN Profile

L. REMOTE ACCESS

'8 Notifications

Configure VPN </\é>




® CP SEED - Setup VPN (For User): Step 7

& FortiClient — b4
File Help
0 VPN: Chose SSL-VPN
R Edit VPN Connection 1
o | & Connection Name: Your Name
Ty ConnectionName  [trungchanh (2
Description |‘u’PN CPS
< Remote Gateway: vpn.cpseeds.com.vn

Remote Gateway I vpn.cpseeds.com .vn k 3

+Add Remote Gateway

D Custonize port

Client Certificate | None v |

Chose Save login

(:) Prompt o

Authentication

L1 REMOTE ACCESS

Username

Username: Type your VPN account
(Registered with CPV-IT)

Then enable Do not Warn Invalid
Server Certificate

N - §)

Then chose Save

IS 588037



® CP SEED - Setup VPN (For User): Step 8

& FortiClient
File Help

K

trungchanh

L} REMOTE ACCESS

VPN Connected @

JmE—

VPN Name trungchanh 2
IP Address 17226162
Username trungchanh
Duration 00:02:28
Bytes Received 2.36 KB
Bytes Sent 18.09 KB

0 Successful for VPN connection

e Information Connected

IS 588037




® CP SEED - Setup VPN (For User): Step 9

- x 0 Select Option “Save Password”
Fo for saving User and Password for
the next login.

Ll REMOTE ACCESS




® CP SEED - Connect Smartsoft (For User): Step 10

Computer: 172.29.103.20

%‘;‘5 Remote Desktop Connection — *

Remote Desktop
> Connection Username: Type your Smartsoft
account
General Display Local Resources Experience  Advanced (Registered with CPV"T)

Logon settings

Q. Enter the name of the remote computer.
Computer:  [172.29.103.20 @ Connect

|Iser name: Icps‘win.lngmanh (@

You will be asked for credentials when you connect.

] Mlow me to save credentials
Connection settings
Save the cument connection settings to an ROP file or open a
l saved connection.
| Save | | Save As... | | Cpen... |

¢/ Hide Ciptions |E Ccnnect‘ 3 ’He-lp

IS 588037



® CP SEED - Connect Smartsoft (For User): Step 11

Password: Type your Smartsoft
account

Windows Security X
Enter your credentials

© o
These credentials will be used to connect to 172.29.103.20.

cps\trungchanh

©

D Remember me

More choices

e




® CP SEED - Connect Smartsoft (For User): Step 12

Femote Desktop Connection *
© 3 0 Yes

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. k may be unsafe to proceed.

Certificate name

Ijl Mame in the certficate from the remote computer:
YIAPP-CPS2001 .cps.com.vn

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate:

The cerificate is not from a trusted cerifying authority.

Do you want to connect despite these cedificate emors?

[ ] Dont ask me again for connections to this computer

0

View certificate... Yes \1/ Mo

IS 588037



® CP SEED - Connect Smartsoft (For User): Step 13

&5 172.29.103.20 - Remote Desktop Connection = m} X

%1 1y

O | concel | crmospeemed | pNEERG :

APP-CPS2001 {frungchenh /172.26.16.2
lSmartS oft

Prirter | Regional | Unicey

f:szml a & ﬁ"ﬁ Tl Tl m-







